@ HISCAALL

Health Information Safe and Cybersecured for Al

PROJECTO HISC4ALL

(Health Information Safe and Cybersecured for All)

Funded by the European Union, under grant agreement N2 101100701
Views and opinions expressed are however those of the author(s) only
and do not necessarily reflect those of the European Union or [name of
the granting authority]. Neither the European Union nor the granting
Funded by the authority can be held responsible for them.

European Union

18 JUN 2024

SAO JOAO

D. paldata



PROJECT 101100701 — HISC4ALL

Agenda

1. Objetivo e Ambito

2. Enquadramento

3. Arquitetura

4. Em progresso

5. Resultados expectaveis

* % D.paldata

INEM SAO JOAO



1.

Objetivo e Ambito




1. Objetivo e Ambito

Pretende-se  garantir a  confidencialidade, integridade,
disponibilidade (nao repudio e autenticidade) dos dados e da
informacao guardada, transmitida e partilhada entre entidades da
saude, para minimizar os riscos da Seguranc¢a da Informacao e da

Ciberseguranca.

Proporcionando a avaliac¢ao do estado de cada entidade e a
implementacdo de medidas de melhoria para atingir niveis mais

elevados da Seguranca da Informacao e Ciberseguranca.
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Enquadramento




2. Enquadramento

Estudo nas dimensdes e categorias
relevantes na Seguranca da Informacao e

Ciberseguranca (1 ou + controlos).

Simulacao de ataques a Seguranca da
Informacao e Ciberseguranca em dispositivos

médicos.
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2. Enquadramento
Referenciais:

ISO/IEC 27001 /27002
NIST 800-53 rev 5 | CSF NIST (Cybersecurity v2.0)
CIS 8.0 | Secure Controls Framework
ISO/IEC 27032 | ISO/IEC 27701 (extend 27001)

V4 ] L ~ L Ll
- Analise e revisao de referenciais para ENISA Documentation
CNCS: QNRCS & Selo Digital Ciber* (Portugal)

HITRUST CSF | HIMSS | PANACEA Project

definicao dos controlos a utilizar na
ISO/IEC 27799 (extend 27001) | 1SO 14971& 24971

Framework HISC4ALL.

o 0O0 00O OoOooo

Certifications

CRISC | CISM | CCISO

CISSP | Security +

Cybersecurity Professional

SOC 2 | HCISPP CBK (Health Sector)

U 1S0 22301/22313/22317

- Aplicacao de controlos para identificacao 0150 27036 (1.4) | 150 27035 (1.4)
0 1S0 27017 |

dos niveis de maturidade (1 a 5) da
U Use Cases/ Medical Devices (Attack Modeling)
U Threat Modelling Medical Devices

entidade (Seglnfo e Ciber). + Playbook (Mitre)

= MDCG 2019-16 - Guidance on Cybersecurity
» JoT Security Reference Architecture for the

Healthcare Industry
37 = NIST 1800-30A (Secure Telehealth Remote
5 . . .
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3. Arquitetura do projeto

Componentes ]

HISCAALL
Controlos de
Baseline

Modelo de
Maturidade
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HISCAALL

Framework de controlos no
sector da saude

App WEB
Relatdrios de resultados

(Projeto de investigacdo)

{ Avaliacao das entidades }

Controlos de Seginf & Ciber

Colegao dados

das entidades

Aplicagcdo de ataques as I
entidades (Dispositivos e I
Sistemas)

As-Is
Nivel de
maturidade da
entidade
Relatério

\_/

To-Be
Passos para atingir
nivel desejado

Resultados do projeto

\_/—

Milestones projeto

Framework de controlos no
sector da saude.

App WEB a aplicar a Framework.

Metodologia para utilizagao App
WEB.

Comunicacao e disseminagao a
todos os estados membros da UE.
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Em progresso

K Consulta Externa
ACESSOA:

K2-Ki13

Centro de Mama

Hospital de Dia Entrada Ambulatério
Rua Dr. Placldo da Costa
41179927, -8.603442

Coineitas / Andlises Clinicas

Psiquiatria
oftaimologla o pegopsiquiatria

—

Entrada Loglstica
Rua Dr. Roberto Frias

41179564, -8.598543

=

ACESSO A:
Bebés de Sao Jodo

@ Metro doPorto /\ }\

O sree

@ Transportes alternativos
@n Taxi

0 Parque

e

Doencas Infeclosas

Ala Pedlétrica

.,
.,
.,
.
Ry
ho?
.
~

Farmécla de Ambulatério ) /

et Entrada Princlpal
Estradada Alameda Prof.
Circunvalacao Hernanl Montelro

41.182866, -8.600236

Atrium Hospitalidade
ACESSOA:
Cirurgia de Ambulatério
h
———————— Pslqulatria / Oftalmologla / Otorrino
«+.e:.... ConsultaExterna 10



4.1. Em progresso (App Web em desenvolvimento)

HISC4ALL Logo

Organization (107) Physical and Environmental (61) Human (63) Technological (69) Table view Load / Save

Dimensions

All Categories ~  Q Find a control COLLAPSE X

[]Incomplete Only

Control - 5 - dolor quos G°°°° Qeooaeee

Quidem accusantium et nobis quos. Blanditiis in enim recusandae sed sit alias voluptatem. Non dolor repellendu
dolorem similique tempore fugit eveniet.

Maturity Level 0 Physical and
Not implemented.

~ Progress

Categories and search

Organization

30f107

Control effects

Environmental
6.56%

Maturity Level 1
y 4 of 61

The contral is implemented, but the associated management process/procedure(s) are not documented.
Human .

aturity Levels

The control is implemented and the associated management process/procedure(s) are documented, but they are not followed by different employees of the o 0 of 63

There are no associated metrics, automation of the process/procedure(s), and sharing of lessons learned.
Technological

Maturity Level 3 0.00%
It possesses the characteristics defined at level 2. D of69
Furthermore, the management process/procedure(s) are correctly formalized (e.g., BPMN, activity diagram, IDEF0), communicated to employees respecting the principles of P rog re SS

"need-to-know” and "least privilege," and are similarly followed by different collaborators.
However, it is unlikely that deviations from the process/procedure(s) will be detected, as these are not automated, there are no associated control metrics, and there is no
sharing of lessans learned

Maturity Level 4

It possesses the characteristics defined at level 3.
Additionally, the control is monitored, and its compliance with the management process/procedure(s) is measured. Corrective actions are taken whenever its operation does
not align with the defined standards.

The implementation of control and the management process/procedure(s) follows recommended international best practices and is subject to continuous improvement.
There are metrics associated with the control, and the process is automated, albeit to a limited extent.

Assessment information

Maturity Level 5

It possesses the characteristics defined at level 4.

The associated management process/procedure(s) are fully automated.

There are metrics associated with the control, which are continuously monitored, allowing for real-time improvement of control efficiency.

Advanced
Assessment date | 06/03/2024
Control owner | John Doe

Documented Information| Procedures
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4.2. Em progresso

1. Framework (v2.0)

2. Segundo estudo de caso em desenvolvimento (CHUS)J)

3. Protoétipo da App WEB (v1.0)

4. Painel de especialistas em seguranc¢a da informacgao

5. Painel de especialistas em seguran¢a da informagao no setor da saude

6. Prova de conceito da App aplicada as entidades da satde (INEM e CHUS)J)

7. Acoes divulgacdo/Conferéncias:

* International - 23rd European Conference on Cyber Warfare and Security

na Finlandia;

* Nacional = C-Days24 — Coimbra.

€52
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5.

Resultados expectaveis
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5.1. Resultados expectaveis

1. Framework (v3.0)

2. Prototipo da App WEB (v2.0)

3. Proof of Concept (PoC) - Reavaliacao das entidades da satide (INEM e CHUS)J)

4. Formagao a outras entidades do sector (Publico/Privado)

5. Potencial de aplicabilidade a nivel UE (entidades saude)
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5.2. Arquitetura do protoétipo (PoC)
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Componentes

HISCAALL

Framework de controlos no
sector da saude

HISCAALL
Controlos de
Baseline

Modelo de
Maturidade

App WEB
Relatdrios de resultados

(Projeto de investigacdo)

Avaliacao das entidades

Controlos de Seginf & Ciber

| |
Colecio dad I Aplicagcdo de ataques as I
olegdo cacos <:| entidades (Dispositivos e
das entidades I S
| |

As-Is
Nivel de
maturl‘dade da To-Be
entidade ..
. . Passos para atingir
Relatdrio . .
nivel desejado

Resultados do protétipo

\_/—
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Obrigado pela atencao!

Paulo Domingos

Gestor Projeto HISC4ALL

paulo.domingos@paldata.pt

Alberto Caria

Diretor Funcional HISC4ALL

consultor02@paldata.pt (Alberto Caria)
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José Martins
Diretor Técnico HISC4ALL

jose.martins@palconsulting.pt
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